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(54) Security of remote computing devices 


(57) A management information system (njfjftro- 
vides protection for a remote computer (16-21). WnefT^ 
a determination is made to invoke protection of the re- J 
mote computer (16.-21) the management information 
system (11) contacts the remote computer (16-21 ) using 
a communication path (10,12-15,22). The management 
information system (11) instructs the remote computer 


(16-21) through the communication path (10,12-15,22) 
to perform an action to protect the remote computer 
(1 6-21 ). The remote computer (16-21 ) performs the ac- 
tion to protect the remote computer (16-21). For exam- 
ple, the action is to lock the remote computer (16-21) to 
prevent unauthorized use. Alternatively, the action is to 
erase or encrypt data within the remote, computer 
(1 6-21 ) to prevent unauthorized access to the data. 


CM 
< 

CO 

CO 
CO 
CO 

o 

CL 
LU 


COMPUTER REPORTED 
STOLEN OR LOST BY 
OWNER 

. \ 


VERIFY F 
LEGITIME 

EPORT IS 
tTE 


MIS SYSTEM ACTIVfTY 


,144 


ESTABLISH 

COMMUNICATIONS WITH 
STOLEN COMPUTER 


TO FIGURE 9B 


REMOTE COMPUTER ACTIVITY 
111 

^145 


rECEiV£ VaLID message 

REQUEST 



148 


WAKE UP HOST 
I 


ACKNOWLEDGE 
CONNECTION 
AND READY 


FIGURE 9A 


PrWttJ try Jouv?, 75001 PARIS (FR) 


(Cont. next page) 


